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1.I use netdiscover for finding ip address  
 
 
2.I scan this ip with nmap for more info  
 

 
3.i use dirb for find subdirectory in this web  



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
I see this web page  

 
In this time,I check the source code  

 
 
 
 
 
 
 
 
 
 
 



I use burp suite for intercepting and i add X-Forwarded-for: localhost 
In this time ,The Web Page is change like this  

  
I click register for registration account 
But we need to add X-Forwarded-for: localhost  

 
 



 
 
 
 
I register with admin:admin  
We need to add X-Forwarde-for: localhost 

 
 
 
 
 
I use this username and password to login  
 
 



In these time,the url address bar show like this 
http://192.168.58.8/index.php?page=profile&user_id=12 
 
 
I use burp suite to brute force this id  
 
After brute forcing  
I see username alice and password 4lic3 in id 5 

 
 
I try to login with  this username and password  
lucky i got ssh login with this username and password 
#SSH alice@192.168.58.8  
Password is 4lic3 
After ssh login  
I found one secret folder and i found flag1 in this folder 

 
 
 

http://192.168.58.8/index.php?page=profile&user_id=12


I downloaded linux-smart-enumeration 
script and run this script

 
 
 
 
 
 
 
 
 
 
I found php can run without password  

In this time i use netcat to listen  
 
I use php reverse shell to get root access in this lab 

 
Now i get root access  

 

https://github.com/diego-treitos/linux-smart-enumeration


Final flag (flag2 is locate in the root dir ) 
 

 
 

Thank for giving your valuable time to read my 
writeup (TyPh0oN) 


